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«JJokTOop Beb6>»

«[lokTop Be6» — poccuickmin pa3paboTunk cpeacTts
NMH(OPMaLIMOHHON 6e30MacHOCTMW.

«[JokTop Beb» npeanaraet aheKkTNBHbIE aHTUBUPYCHbIE U aHTUCMAM-peLLEeHNS
KaK Ansl FoCyAapCTBEHHbIX OpraHn3aumuii U KPYMHbIX KOMMaHW,
TaK U ANs1 YaCTHbIX NOSIb30BaTENEN.

AHTMBUpPYCHble pelueHust cemencTea Dr.Web paspabaTtbiBatotcs ¢ 1992 roaa u
HeM3MeHHO AEMOHCTPUPYIOT NPEBOCXOAHbIE pe3ynbTaThl AETEKTUPOBAHUS
BpeAOHOCHbIX MpOrpamMM, COOTBETCTBYIOT MUPOBbLIM CTaHAapTaM 6e30MnacHOCTu.

CepTudmkatbl U Harpaapl, a Takxe oblmnpHas reorpacdus nonb3oBaTeNnen
CBMAETENbCTBYIOT 06 UCKNIOYMUTENBHOM A0BEPUM K NPOAYKTaM KOMMAHWM.

Mbi 651arogapHbl NO/Ib30BaTENAM 32 NOAAEPIKKY
peweHui cemencrtea Dr.Web!
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Ucnonb3yeMbie 0603HaYEHUA U COKpPALLLEHUS

1. Ucnonb3yeMble 0603HaYEHUS U COKpaLLEeHUs

B AaHHOM pyKOBOACTBE WCMOMb3YIOTCA Crieaytolime 0603HaueHNs:

MonyxxupHoe
HauyepTaHue

3eneHoe n
NnoJTy)KMpHoe
HayepTaHue

3eneHoe u

noaYveEPKHYTOE
HayepTaHune

MOHOUMPMHHBIN
mwpnudT
Kypcue

3ATJIABHBIE BYKBbI

3Hak noc («+»)

BocknuuaTenbHbIi 3HaK

Ha3BaHus 3nemMeHTOB rpaduyeckoro uHTepdeiica M npuMepbl BBOAQ, KOTOPbIN
HEOBXOAMMO BbIMOHWATL B TOYHOCTM TaK, Kak OH MPUBEAEH B PYKOBOACTBE.

HanMeHoBaHWsi NPoAyKTOB «[lokTop Be6> Unn nx KOMNOHEHTOB.

CCbI/IKM Ha CTpaHWLbl PyKOBOACTBA U BEG-CalThI.

MpvMepbl Koda, BBOAA AN KOMaHAHOM CTPOKM M MH(OPMaUuK, BbIBOAUMOWN
MOJIb30BATESIO MPUNIOXKEHNEM.

TepMUHbI M 3aMellatowmin  TekcT (MPUBOAMTCS BMECTO MHGOpMauuM, KOTOpYHo
HEeo6X0AMMO BBECTM MOMb30BaTeNi0). B cnyyae npuMepoB BBOAA KOMaHAHOW CTPOKM
KYPCMB YKa3blBaeT Ha 3HaYeHUsl NapaMeTpoB.

Ha3BaHuA knaeuLw KnasnaTypsbl.

YKa3bIBaeT Ha OAHOBPEMEHHOCTb HaXXaTUS KaBWLW KiaBuaTypbl. Hanpumep, 3anucb
ALT+F1 obo3HauaeT, 4To HeobXxoAMMO HaxaTb knaBuwy F1l, yaepxuBas HaxaTou
KnasuLy ALT.

BaxxHoe 3aMeuaHve unu npeaynpexaeHue 0 NoTeHUnanbHO OMacHbIX UKW YpeBaTbIX
oLwmbkamm CUTyaLmsx.
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2. Dr.Web KATANA

3aLUMILAET CUCTEMY OT KOMMbIOTEPHBIX Yrpo3 C MOMOLLbIO HECUTHATYPHbLIX METO/OB:
aHanu3upyeT MOBEeAEHME MPOLIECCOB, WCMONb3YET 06MayHble TEXHONOMMM OBGHapPYXXEHUS Yrpo3 U
npeaycTaHoB/EeHHbIE NpaBuna. NMporpaMMa He KOHMIUKTYET C aHTMBUPYCaMKU APYrux pa3paboTumKoB M
MOXeT paboTaTh B Nape C HUMM, YTOObl YCUNUTbL 3aLLMTY KOMMbIOTEPA.

2.1. Metoabl 06HapyxeHunn

MCNOJIb3YET TEXHONOrMn 6J'IOKVIpOBKVI BPEAOHOCHbLIX MpoLeccoB Ha OCHOBe
nosBeaeH4YeCcKoro aHanuaa.

TexHonorua nosefeHYecKoro aHanmsa 3almiaeT oT HOBel\;ﬂ.IJMX, Hanbonee
OnacHbIX BPEAOHOCHbIX MNporpaMM, KOTOpblE CnocobHbl  n3bexatb O6HapY)KeHMﬂ TPaagnLUMOHHbIMU
CUrHATYpPHbIMU U 3BPUCTUHECKMMN MEXAHN3MaMU.

aHanM3NpyeT MoBeAEeHME KaXKAoi 3amnyLleHHOM MporpaMMbl, CBEPSISiICb C
MOCTOSIHHO O6HOBNSAEMbIMU 06/1aYHbIM CEPBUCOM , N Ha OCHOBE aKTyasibHbIX 3HaHUWI O TOM, Kak
BedyT cebsi BpeAoOHOCHble MpOorpaMMbl, AenaeT BbiBOA O €€ OMacHOCTW, MOCie 4Yero MpUHUMAIOTCS
HeobXoanMble Mepbl MO HeWTpanM3aumn yrposbl.

[daHHaa TexHonormsa 3aluTbl AaHHLIX MNO3BONSET CBECTM K MWHUMYMY MOTepu OT LEeNCTBUN
HENU3BECTHOIo BMpyCa — npu MMHMMasibHOM I'IOTpe6J'IeHMM pecypcoB 3alLMLLAEMON CUCTEMBI.

KOHTPONUPYET Nobble NOMbITKN 3MEHEHUS] CUCTEMbI:

e pacrno3HaeT Mpoueccbl BPeAOHOCHbIX MpOrpaMM, M3MEHSIOWMX HexenaTenbHblM  0bpa3om
nosib3oBaTesnibckue dannbl (HanpuMep, AeNCTBUS TPOSIHCKMX NMPOrpaMM-ndpoBabLINKOB);

e MpENSTCTBYET NOMbITKaM BPEeAOHOCHbIX MPOrpamMM BHEAPUTLCS B MPOLIECCHI APYTMX NMPUSIOXKEHWIA;

e 3alUMLLAET OT MoAUUKALMI BPpeAOHOCHLIMM NPOrpaMMaMmn KPUTUYECKMX YUYaCTKOB CUCTEMBI;

e BbISIBNSET M MpeKpalaeT BpeAoHOCHble, MNOAO3PUTENIbHbIE WM HEHAAeXHble CLeHapum W
npoueccsl;

o 6NOKMPYET BO3MOXHOCTb U3MEHEHMS] BPEAOHOCHBLIMM MporpaMMaMum 3arpy304HbiX obnactein aucka
C Lie/1bl0 HEBO3MOXHOCTU 3anycka (Hanpumep, 6yTKMTOB) Ha KOMMbIOTEPE;

e MpeaoTBpallaeT oTkNoYeHne 6esonacHoro pexxvma Windows, 6n1oknpys nsmMeHeHus peecrtpa.

e He Mo3BONSIET BPEAOHOCHLIM MPOrpaMMaM M3MEHUTb NpaBusa 3amnycka Nporpamm;

e peceKkaeT 3arpy3kn HOBbIX UM HEM3BECTHLIX ApalBepoB 6e3 BeOMa NONb30BaTENS;

e ONOKMpPYET aBTO3aMyCcK BPEAOHOCHBLIX MPOrpaMM, a TakKXe OnpeaeneHHbIX MNPUIIOXKEHWUI,
HanpuMep, aHTU-aHTMBUPYCOB, HE AaBas UM 3aperncTpupoBaThbCa B peecTpe A Mocieayowero
3anycka;

o ONOKMPYET BETKM peecTpa, KOTopble OTBEYAIOT 3a ApanBepbl BUPTYasbHbIX YCTPOMCTB, UTO AefaeT
HEBO3MOXXHOM YCTAHOBKY TPOSIHCKMX MPOrpaMM noA BUAOM HOBOrO BMPTYaslbHOIO YCTPOWCTBA;

e He MO03BOJSISIET BPEeAOHOCHOMY MNPOrpaMMHOMY oObecrnedyeHuio HapywuTb HOpManbHylo paboTy
CUCTEMHBIX CNY»X6.

TexHonorus , BXOoAduwada B COCTaB , 3allullaeT
KOMNbKOTEP OT 3KCMMIONTOB — BPEAOHOCHbIX 06'beKTOB, NbITAOWNUXCA MUCNOJSIb30BaTb YA3BMMOCTU C
LENBbIO NONYYEHNUA KOHTPONA Ha4 aTaKyEMbIMU NMPUNOXEHNAMU UNTU OI'IepaLI,MOHHOﬁ CUCTEMOW B LIESIOM.

3alLMLIAET paCnpOCTPaAHEHHbIE MPUTOXKEHNS, YCTaHAB/IMBAEMbIE HA KOMMbIOTEPbI
nog ynpasnexHvem Windows:

e nHTepHeT-6pay3epbl (Internet Explorer, Mozilla Firefox, AHaekc.bpaysep, Google Chrome, Vivaldi
Browser);

e npunoxenus MS Office, Bknmtouasi MS Office 2016;
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e CUCTEMHbIE NPUNOXKEHUS;
e MPUNOXeHUs, ncnonb3yrLume java-, flash- un pdf-texHonorum;
e MeauanpourpbiBaTenu.

O6nauyHas cucreMa OG6GHOBNEHUA aNropuTMOB HeECUrHaTypHoW 6nokupoBku Dr.Web
ShellGuard

AHanusvpys noTeHUManbHO OMacHble AEWCTBMS, CMCTEMAa 3aluTbl, 6rarogapsi TEXHOOMMM
, OMMPAETCS He TOMBbKO Ha MPOMMUCaHHbIE NMPpaBWia, XPaHALWMECS Ha KOMMbOTEPE, HO U Ha
3HaHusa obnavyHoro cepsumca , B KOTOPOM cobupatoTcs:
e [laHHble 06 anropuTMax NporpaMm C BPeAOHOCHbIMM HaMepeHUsIMK;
e MHdOPMaLMA 0 3aBeAOMO YMCTLIX daiinax;

e MH(OPMALUMS O CKOMMPOMETUPOBAHHbLIX UMGPOBLIX MOAMUCAX W3BECTHbIX pa3paboTumkos
nporpaMMHoro obecneveHus;

o MHd)OpMaLI,MFI (0] LlMd)pOBbIX noannucCAx peKaMHbIX Nan NOTEHUMAIbHO OMacCHbIX NporpamMmMm;
e A/ICOPUTMbI 3alUTbl TEX UTN UHbIX I'IpW'IO)KeHMl\;I.
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CucreMHble TpeboBaHusA

3. CucreMHble TpeboBaHus

Mepen ycTaHoBkoit Dr.Web crnemyeT yCTaHOBUTb BCE peKOMeHAyeMble KommaHuel Microsoft
ﬁ KpUTUYECKME OBHOBMIEHWS; €CNV MOAAEPXKKA OMepaLyoHHON CUCTEMbl MPOM3BOAMTENEM MPEKPALLEHa,
pEKOMEHZYETCs NepeiT Ha 6onee COBPEMEHHYO BEPCUIO ONEPaLMOHHON CUCTEMBI.

Mcnonb3oBaHue

Dr.Web BO3MOXHO Ha KOMMblOTEpPaX, YAOBETBOPSAIOWEM CeaytowmM TpeboBaHUaM:

Mpoueccop

CBoboaHas
onepaT1BHas
namsTb

MecTo Ha
XKECTKOM
ancke

OnepaumnoHHas
cuctema

Pa3pelueHve

MNonHas noaaep>xka cUcTemMbl KOMaHA i686.
He menee 100 Mb.

150 MB ans pasmelleHnst KOMNoHeHToB Dr.Web.

daiinbl, CO34aBaEMblE B XOJ€ YCTAHOBKMU, MOTPE6YIOT AOMOMHUTENILHOMO MecTa.

[ns 32-pa3psagHbiX OnepaumMoHHbIX CUCTEM:
e Windows XP c nakeTtoM 06HOBMIEHMI SP2 UK BhILLE;
o Windows Vista ¢ nakeToM 06HoBNeHU SP2 1nu BbiLLE;
e Windows 7;
e Windows 8;
e Windows 8.1;
e Windows 10.
[ns 64-pa3psaaHbiX onepaumoHHbIX CUCTEM:
e Windows Vista c nakeToM 06HOBNEHUI SP2 1nu BbiLLe;
e Windows 7;
e Windows 8;
e Windows 8.1;
e Windows 10.

Mpn ycTaHOBKE MOXET MOTpeboBaTbCA 3arpy3uTb C caita Microsoft M ycTaHoBUTHL psia
O6GHOBJ/IEHUIA CUCTEMHBIX KOMMOHEHTOB. Dr.Web coobluT BaM, NpU HEO6XOAMMOCTU, WX
HaMMeHOBaHMS 1 agpeca 3arpysKu.

PekomeHayeMoe paspelueHue 3kpaHa He MeHee 800x600.

Ansa obecneyeHusi npaBunbHON paboTbl Dr.Web AomKHbI 6bITb OTKPbITHI CieAyHoLmMe NopThI:

[ns akTmBaumu 1 NpoASIeHNs ANLEH3UU NCXOAALLNN 443

[ns obHoBNEHUS

(ecnu BkNtOYEHA ncxoasALwmn 443

onumsi o6HoBneHns no https)

[ns obHoBNEeHUs

NCXOAALLUN 80

Ona coeanHeHus c  obnayHbIM nexoasime 2075 (B ToM uncne anst UDP)
cepsucom Dr.Web Cloud

OI'IYU.leHHbIe Tpe6OBaHVIF| K KOHd)VIpraLWIVI coBnagaldT C TaKOBbIMM A4 COOTBETCTBYIOLWUX
onepaunoHHbIX CUCTEM.

8



A7 P
“ﬂ

S
W,

v

YCcTaHOBKa, U3MEHEHMUE U yaasieHUe NMporpamMMbl

4. YCTaHOBKA, U3MeHeHue U yaaJsZieHMe nporpaMmmbl

MNepen YCTaHOBKOl\;I 06paTMTe BHMMaHWE Ha , @ TaKXXe€ HaCToATENIbHO
pEKOMEHAYETCA:

e YCTQHOBWUTb BCE KpUTMYECKME OOHOBNEHMWS, BbIMyLLEHHbIE KOMMaHuel Microsoft ans Bawen
BEPCUM OMEPALIMOHHON CUCTEMbI (MX MOXHO 3arpy3uTb W YCTaHOBWUTb C cailTa OBHOBMIEHMM

KOMMaHWM No agpecy );
e MpPOBEPUTHL MPU MOMOLUM CUCTEMHBIX CPeACTB (PalfoBYl0 CUCTEMY W YCTPaHWUTb OBHapyXXeHHble
aedekTbl;

e 3adKPbITb aKTUBHbIE NPUIOXEHUA.

4.1. NepBan ycTaHOBKa

YcTaHoBKa BO3MOXHA B JIIO60M M3 CNEAYIOWMX PEXNMOB:

e B (DOHOBOM peXunmMe;
e B 0ObIYHOM pexumMe.

YcTaHOBKa C NapaMeTpaMn KOMaHQHOW! CTPOKMU

[nsa 3anycka yCTaHOBKM C MapaMeTpaMn KOMaHAHOW CTPOKW, B KOMaHAHOW CTpoKe BBeauTe
“MS UCrosHsieMoro aiina ¢ HeobxoauMbIMM MapaMeTpaMu (MapaMeTpbl BAWSIOT Ha YCTaHOBKY B
(hOHOBOM pexuMe, s13blK YCTaHOBKM, Nepesarpy3Ky nocsie OKOHYaHMsl YCTaHOBKM):

MapameTtp 3HaueHue

lang A3blK NpoAyKTa. 3HaveHne napaMeTpa — Koa s3blka B popmate ISO 639-1.

reboot ABTOMaTM4YeCKasl Mepe3arpy3ka KOMMbOTepa MOC/IE 3aBEPLUEHNS YCTaHOBKM.

silent YcTaHoBKa B (DOHOBOM pexXunMe.
Hanpumep, npu 3anycke cneaylolled KoMaHabl 6yAeT npoBeAeHa YCTaHOBKa B (hOHOBOM
pexunme:

drweb-1.0-katana-win.exe /silent yes

YcTaHOBKa B 06bIYHOM peXxuMme

YT06bl 3aNyCTUTb YCTAHOBKY B 0BbIYHOM PeXrMe, BOCMOMb3yWTeCh OAHWM U3 ClefyowmX METOLOB:

e B CJ/TyYyae MOCTaBKM YCTAaHOBOYHOIO KOMIJIEKTA B BUAE €AMHOro MCrosiHseMoro daina 3anycrtute
Ha MCrosiHeHne 3ToT dain;

e B C/lyyae MOCTaBKM YCTAHOBOYHOrO KOMMJIEKTA Ha (PUPMEHHOM AMCKE BCTaBbTe AWCK B MPUBOA.
Ecnn ana npvBoga BK/IOYEH pexXMM aBTO3anycka AWCKa, npoueaypa YCTAHOBKU 3anyCTUTCH
aBTOMaTuyecku. Ecnv pexuMm aBTo3anycka OTK/OYEH, 3anycTuTe Ha BbIMonHeHWe daiin
autorun.exe, pacrnofioXeHHbIi Ha Aucke. OTKPOETCA OKHO, CofepXKalllee MeHIo aBTo3anycka.
HaxmMmnte KHOMKy YCTaHOBUTbD.

CnepyWiTe yKa3aHMaAM NporpaMMbl YCTaHOBKW. Ha no6oM luare A0 Havana KonvMpoBaHus (ainoB Ha
KOMMbIOTEP Bbl MOXETE BbIMONIHUTL CNEAyIoLLIEee:

e yTO6bl BEPHYTHCS K NpeaplAyLeMy LIary NporpaMMbl YCTaHOBKM, HaXXMuUTe kHoNKy Hasap;

9
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e yTO6bl NEPENTM Ha CNEeAYIOLLIMIA Liar NporpaMMbl, HaxM1Te flanee;
e yTO6bI NPEPBaTb YCTAHOBKY, HAXMWUTE KHOMKy OTMeHa.

Mpoueaypa ycraHOBKMU

1. Ecnu Ha BaleM KOMMNbKTEpPe YyXXe YCTAaHOBJSIEH aHTUBUPYC KOMMaHWM , Mactep
YCTaHOBKW npeaynpeavT BaCc O HECOBMECTMMOCTM MpOrpamMbl N MHbIX @aHTUBUPYCHbIX
PELUEHUN U MPEANOXUT YAAIUTb UX.

MNepen HayanoM yCTaHOBKM MPOBEPSIETCS aKTyaNbHOCTb YCTaHOBOYHOMO dhaiina. B cnydae, ecnu
i® s cywecTByeT 60nee HOBbIM YCTaHOBOYHbIN haiin, BaM ByAeT NPeanioXXeHo ero ckayaTtb.

2. Ha 3TOM Lwiare Bbl MOXETE MOAKMOYUTLECA K 0BMayHbIM CepBUCaM , KOTOpble NO3BONAT
OCYLLECTBNATb MPOBEPKY AaHHbIX, UCMONb3ys Haubonee cBexylo MHAOpMauuilo o6 yrposax,
KoTopasi 06HOBIAIETCS Ha CepBepax KOMMaHum B PEXMUME PEasibHOro BPEMEHMW.
Onums BKJIIOYEHA MO YMOMHYAHUIO.

% Dr.Web KATANA o] ® |2z

% DrWEB A

A My

c 3a sbibop Dr.Web KATANA 1.0

[a1]

bnaroaa PyUM B

DriWeb KATANA 23MILEeT cncTemy OT KOMMBKITEPHBIX YIP02 € NOMOLLEK) HECUTHATYPHBIX
MeTOA0E: aHaNW3WPYeT NOBRASHME NPOLSCCOB, MCNoAL3yeT oBAadYHbIe TEXHONOTUM
0BHAPYKEHWA YTPO2 W NpeaycTaHOBAEHHBIE NPaenna. MporpamMma He KOHGAWMKTYET ¢
AHTMBMPYCaMK ApYrix pazpaboTUnKoE M MOXeT paboTaTk B Nape C HAMK, 4TOBL! YCUAWTE
FALUWTY KOMMBHITEPA.

Haxwmman -K,ﬂEL"IEE». Ebl NPUHWMMaETE YCNOBKMA NMrUeH3MOHHOTO CoTNaLLIeHKMA.

+| A xouy nogrnounTeca K 0BnadHeim cepercan DrWeb Cloud (pekomengyeTcs)

© «[okrop Beb=, 1992-2015 apameTphl YCTAHOEBKK — 3aABNSHWE O KOHGWASHUWANEHOCTH

3. Ana Toro 4tobbl CaMOCTOATENbHO YKasaTb MyTb YCTAHOBKM W HEKOTOpPbIE AOMOJSIHATESbHbIE
napameTpbl, HaxMuTe MapaMeTpbl YCTAHOBKM. [JaHHas onuus npefHasHauyeHa Ans OMbITHbIX
nonb3oBatenied. EcnM Bbl XOTUTE MPOM3BECTM YCTAHOBKY C MapaMeTpamu Mo YMOMYaHuio,
nepeiauTe K NyHKTy 4.

a. Ha nepBoii BK1agke Bbl MOXKETE U3MEHWUTb NMyTb YCTAHOBKM.

6. Ha BTOpOl\;1 BK1lagKe npu HeobXx0AMMOCTM Bbl MOXETE YKa3aTb NapaMeTpbl NPOKCU-CEPBEPA.

YTobbl COXpaHUTb M3MeHeHusl, HaxmnTe OK. YToObl BbLIMTM M3 OKHA, HE COXpaHsisi WU3MEHEHWUN,
HaXMuTe OTME@HMUTb.

4, Haxmute [fanee. O6patnte BHMMaHMe, 4YTO TEeM CaMbiM Bbl MNPUHMMAETe YCIOBMUS
JIMLEH3MOHHOMO COrfaLleHus.

5. B okHe MacTtep perucrpauum nporpaMma yCTaHOBKM NpeaynpeauT Bac 0 TOM, YTO Ans paboThl

10
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nporpamMmbl HeobxoaMMa NuUeH3us. BbinonHMTe 0gHO U3 cneayrowmx AENCTBUN:

e €C/IM Yy BaC €CTb KOYeBOM (halll M OH HAXOAUTCS Ha HKECTKOM AWUCKE WM CMEHHOM
HocuTene, BblbepuTe YKasaTb NyTb K AeiCTBylOWeMy KjaloueBoMy cainy u B
CTaHAAPTHOM OKHe OTKPbITMS (baina BblibepuTe KOUeBOW dain. [ns W3MeHeHus nyTu
HaXXxMWUTe KHonky O630p 1 BbIbepuUTe Apyroi kno4yeBon dain;

e €CJIN Y Bac HeT KtoyeBoro (aiina, HO Bbl FOTOBbI €r0 MOMYYMTb B MPOLECCE YCTaHOBKM,
Bbi6epuTe MONYyUNTb IMLIEH3UIO B NPOLIECCE YCTAaHOBKM.

% Dr.Web KATANA =] @ 3]

T DrWEB hd

Macrep perucrpauum

LA ncnone20BaHKA Bcex BoaMoxHoCcTel DrWeb KATANA TpebyeTcA NMUEHIWA.
®) MonyuwTe AWLEHZMKD E NMPOLECCe YCTaHOBKK

¥YKazaTe NyTe K AeACTEYHOLLENY KNHOYeBOMY dainy

O6zop

Hazap,

Ha)xmMuTe KHOMKY YCTaHOBUTbD.

11
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4.2. YapaneHme uam nsMeHeHuve rnporpamMmbl

YananeHune wnan nameHenme Dr.Web wrtaTHbIMM cpeacTtBamMym onepalMoOHHOMN
cucrembl Windows

1. [Ona ypaneHnMsa wnM BOCCTaHOBJ/IEHUS
ornepaumoHHoi cuctembl Windows.

2. B oTkpbiBweMCa cnucke BblbepuTe CTPOKY C Ha3BaHuWeM nporpammbl. [anee ansd yganeHus
MporpaMMbl  MOSIHOCTBIO HaXMWUTE KHOMKY YAanuTb W nepedgnte K wary 3. [Ans

BOCCTQHOB/IEHUS HaXXMUTe KHOMKy WM3MEeHMTb, Npy 3TOM OTKpOEeTCs OKHO MacTepa
yOaNneHUs,/USMEHEHUS MPOrpaMMbl.

, 3anyctute YTWAWUTY YOQNIEHUS NporpaMm

% Dr.Web KATANA o] ® |2z
¥ Dr\WEB v
YaaneHwe unv nsmeHeHne KOMNOHeHTOB nporpamMmsl Dr.Web

KATANA
WAL i\

O BoccTaHOBUTE Nporpammy
]E YAanuTe Nporpammy

© =l oktop Bed», 1992-2015

3. B okHe CoxpaHsieMble napaMeTpbl YyCTaHOBMTE IaXKMm HaAnNpoTMB TOro, 4TO crepyer
COXpaHUTb MOC/e yaaneHns nporpaMmbl. CoxpaHeHHble O06bekTbl W HaCTPOMKM  MoryT
MCMosb30BaThCS MPOrpaMMOoi Npy NOBTOPHOM ycTaHoBKe. Haxxmute [lanee.

4. B cneaywoweM OkKHe Ans MOATBEPXAEHUS YyAaneHwus BBEAUTE M306pa)KEHHbIﬁ KoA,
Nnocsie Yero HaXXMuUTe KHOMKy YaanuTb nporpamMmy.

5. Mo npocbbe nNporpaMMbl NepesarpysnTe KOMMbIOTEP A/St 3aBEepLUEHNS NpoLleaypbl yaaneHusl.

12
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JinueHsupoBaHue
5. JinyeHsunpoBaHue
ﬂ,ﬂﬂ pa60TbI B Te4yeHne npoao/DKUTENbHOIO BPEMEHU Tpe6yeTc9| NNUEH3NA. ﬂpMOGpeTeHMe
NUEH3NN BO3MOXHO BMECTE C MPOAYKTOM, a TaKXeE Ha KOMMNaHWnn ny

napTHepoB. JIMUEH3Ns MO3BOMSET MOMHOLUEHHO WCMNONb30BaTb BCE BO3MOXHOCTM NPOAYKTa Ha
NPOTAXEHNN BCEro0 CpPOKa fencreus. JIMueHsus pPErynupyeT npasa nonb3oBaTeNid, YCTAHOB/IEHHbIE B
COOTBETCTBUM C NONb30BATEJIbCKUM AOrOBOPOM.

Ecnv nepen npuo6GpeTeHVeM JSIMLEH3WM Bbl XOTUTE O3HAKOMUTLCS C MPOAYKTOM, Bbl MOXETe
aKTMBMpOBaTb Mpo6Hylo Bepcuto. OHa obecneuvBaeT MOMHYH  (YHKUMOHANIbHOCTb  OCHOBHBbIX
KOMMOHEHTOB, HO CPOK AENCTBUS CyLLECTBEHHO OrpaHUYEH.

1. AxTMBauns NPo6HOM BEPCUM Ha OAHOM 1 TOM Xe KOMMbIOTEPE BO3MOXHA HE Yallle, YeM OANH pa3 B rof.

MpobHas Bepcust MOXET ObiTb aKTMBMPOBAHa CPOKOM Ha 1 Mecsl, NMpU 3TOM CEPUIiHbIA HOMEp He
TpebyeTcs, perncTpauMoHHble AaHHbIE HE 3anpalnBatoTCs.

KnioueBow dann

MpaBa Nonb30BaTENS Ha WCMOSb30BaHKE XpaHATCcA B cneumnanbHoM aitnie, HasbiBaeMoM
KrmoyesbiM ¢patiiom. Tpy nonyyYyeHun knoueBoro caina B MNpOLIECCE YCTAHOBKUM WM B KOMMJEKTE
JMCTpUBYTMBA MpOAYKTa YCTaHOBKA K/o4veBoro daiina npousBOAMTCA aBTOMaTUUYECKM M HUKAKMX
JIOMONHUTENbHBIX JENCTBUI He TpebyeT.

KntoueBol dain uMeeT paclumpenne .key n coaepxuT, B YaCTHOCTHM, CleayoLlyo HGopMaLmio:

e MepeyeHb KOMMOHEHTOB, KOTOPbIE Pa3peLLeHO UCMOb30BaTh AaHHOMY MO/b30BaTENI;
e Mepuog, B TEYEHWE KOTOPOro paspeLLeHO UCMOb30BaHME NPOrpaMMbl;
e HanMumMe UK OTCYyTCTBUE TEXHUYECKOW NOAAEPXKKM;

e [pyrve orpaHuyeHust (B YacTHOCTM, KOMMYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLleHo
MCMosb30BaTh NpoOrpaMmy).

' Mpu paboTe MporpaMMbl KIOUEBOW haln MO YMOMYaHUIO AO/MDKEH HAXOAUTHCA B Marke YCTaHOBKM
N . MporpammMa perynsipHo NpoBEPSIET Ha/lMYMe U KOPPEKTHOCTb KJTkodeBoro daina. Bo nsbexxaHue
ropuu Kno4a, He MmoanduLmMpyinTe Koueson daiin.

Mpn OTCYTCTBMU AENCTBUTENLHOMO K/OYEBOro (paina aKTUBHOCTb BCEX KOMMOHEHTOB
6nokupyetcs.

KnioueBon chaiin ABNSAETC delicmaumeribHbIM NPU OAHOBPEMEHHOM BbINOMHEHUW CNEAYIOLLIMX
YCNOBWIA:

e CpPOK AENCTBUS NIULEH3NUMN He NCTEK;
e LIE/IOCTHOCTb K/1HO4a HE HapyLllEHa.

Mpw HapylueHnn N6oro 13 yCnoBUiA KOUYEBOW (halin CTaHOBUTCSA HedelicmeaumeribHbIM.

PekoMeHayeTCs COXpaHsATb Ko4YeBOM dalil A0 UCTEYEHUS CPOKa AEWCTBUSI NIMLIEH3UM UK NPO6HO
BEPCUN.

13
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KntoueBom ('baVIJ'I, I'IOJ'Iy‘-IeHHbIIZ Ans akTuBauumn HpO6HOVI BEPCUN, MOXXET NCNOJIb30BATbCA TOJIbKO Ha TOM
A %%  KOMMbKOTEPE, HA KOTOPOM Bbl MPOXOAUNN PErMUCTPALMIO.

5.1. Cnocobbl akTMBauumn

AKTMBUPOBATb JIMLEH3MNIO Bbl MOXKETE OAHUM U3 Cneayowmnx cnoco6os:

e C MOMOLLbIO B MpoLiecce YCTaHOBKM WK 060 Apyroi MOMEHT;
e TOJTyYMB KJIHOUYEBOW haiin BO BPeMs perucTpaumv NUUeH3un Ha oduumanbHOM

I
e yKasaB MyTb K MMEIOLLIEMYCS Y Bac AEWCTBUTENbHOMY KTHOYEBOMY haliny B MPOLIECCE YCTAHOBKM
nméo B

NMoBTOpHasa akTUBaLus

MoBTOpHAs aKTUBAUMS JMLEH3MM WK MPOBHOM BEPCUM MOXKET NOTpPeboBaThbCs B Clydvae YyTpaThl
knoyeBoro daina.

B cnyyae MOBTOPHOW aKTUBALMM NULIEH3UWM MM NPOBGHON BEPCUM BbIAAETCS TOT XEe Ko4eBon daiin,
i ®= . KOTOpbIV 6bIN BblAAH PaHeE, NPU YCIOBUM, YTO CPOK €ro AeNCTBUS HE UCTEK.

Mpy nepeycTaHOBKE MNpoOAYKTa WM B C/lyuyae, KOraa JIMLEH3MS MPefoCTaBMsSET MpPaBO YCTaHOBKU
NpoayKTa Ha HECKONbKO KOMMbIOTEPOB, MOBTOPHasl aKTMBALWUA CEPUMHOrO HoMmepa He TpebyeTtcs. Bbl
MOXKETE MCMONb30BaTh KOUEBON haltsl, NMosydYeHHbI NPy NePBON PerucTpaLmnu.

KonnuyecTBo 3anpocoB Ha NosyyeHue KoYeBoro dainia orpaHMYeHo — PErucTpaumns C O4HUM U TEM Xe
CepuiiHBIM HOMEpPOM AornyckaeTcsi He 6onee 25 pas. ECiM 3TO YMCNO MpPEBLIWEHO, KHOYEBON aiin He
6yneTt BbicnaH. B 3Tom cnydae obpaTtutech B (B 3anpoce cnepyet
noapobHO onucaTb CUTYauMto, yKasaTb MepcoHasbHble AaHHble, BBEAEHHbIE MPW perucTpauuv, wu
cepuiiHbli  HoMep). KnioueBoi cain 6ydeT BbiCaH BaM CiYyX60M TEXHUMYECKON MoAAepXXKU o
3/IEKTPOHHOM MoyTe.

5.2. NMNpoaneHue nuueH3uun

B HekoTOpbIX Criydyasix, Hanpumep, Npyv OKOHYAHUW CpoKa AeNCTBUSI NIMUEH3NN, Bbl MOXETE MNPUHATb

peweHne o I'IpM06peTeHMM HOBOW NMLIEH3MM Ha . B Takom cnyyae Bam n0Tpe6yeTc9| 3dMEHUTb
TeKYLLI,Ml\;I KJIt04€eBOM (baﬁﬂ. noaaep>XXmnBaeT 06HOBEHNE NINLIEH3MMN «Ha NETY>», NpnU KOTOPOM HE
Tpe6yeTc51 nepeyCcraHaBInBaTb MNn NpepbiBaTb €ro pa60Ty.

3ameHa karoueBoro cgaina

1. YT06bl 3aMEHNTH TEKYLLYIO ULEH3UIO, UCTIONb3YITE

2. Ecnm Tekywmit knoueBolt dain HeaencTBUTENEH, MEepPEKTIIOUYNTCA Ha MCMOJb30BaHMe
HOBOIO K/t0YEBOro (aina.

5.3. Mactep perucrpauum

Moaynb ynpaBfieHus nocne crapTta MpoBepsieT Hanuuue . MNpu ero
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OTCYTCTBMM MOAYNb Npeanara€T noay4ynTb KJIt04€eBOM d)aﬁn yepe3 NHTepHerT.

KnioueBol aiin MOXET 6biTb MOMYYEH B MPOLIECCE YCTAHOBKWU. NS 3TOro Ha 5 ware ycTaHOBKU
Bblbepute nNyHKT MOAyuMTb JIMLIEH3UIO B MNpouecce yCTaHOBKM, npu 3ToM byaeTr 3anyweHa
npoueaypa akTuBaumun NMUeH3nn uan AEMOHCTPaLUMOHHOro nepuoaa.

Bbl Takxe MOXeTe Mony4uTb KI4YeBOW aif, 3anycTMB NpoLeaypy akTUBALMK JIMLEH3UM WK
JIEMOHCTPALIMOHHOIO Mepuosia Nocne YCTaHOBKM npoaykTa. [Ans 3Toro BOCMOSb3YMTECh OAHOM U3
cneayowmx onumii:

e B i & o6nactu yBegomnenunit Windows BbibepuTe nyHKT JIMLlEH3UA;

e B OKHE Ha)XMUTe KHOMKy Flonyuntb HOBYK JIMLEH3UMIO U B
BbiMagaloLleEM CNnNCKe Bbl6€pMTe yepes3 ceTb HTepHeT.

Mocne 3anycka Npoueaypbl akTMBALMN OTKPOETCS OKHO

[Na aKTMBaUMM NMUEH3MM BaM MOTpebyeTcs CepuiHbIA HOMEp, BblAAHHbIA BaM Mpu NpUobpeTeHun

[ns o3HakoMneHus ¢ paboTol MPOrpaMMbl Bbl MOXETE aKTMBUPOBATb MPOGHYIO Bepcuio Ha 1 Mecsl,
Npu 3TOM CEPUIAHbIA HOMEp He TPebyeTcs, perMcTpaLMOHHbIE IaHHbIE HE 3anpalluvBaloTCS.

B nepeom okHe BaM ByaeT nNpeanoxeHo BolbpaTh OANH U3 CNeayoWwmnx BapyaHTOB aKTMBaLMK:
e AKTMBUPOBATb JINLIEH3UIO;
¢ MNMonyuntb gemo;
e Mpno6pecTu nuuEH3uio.

Ecnn y Bac wumeetcq CepMﬁHblﬁ HOMEPp And akKTuBauun JULEH3UN, Bbl6€pMTe AkTBMpoOBaTh
JINLUEH3MIO. Beeaute Cele\;IHbIl\;I HOMeEp 7 HaXXMUTE Oanee. OTkpoeTcs OKHO

Ecnnm cepuiiHOro HoMepa y Bac HET, HO Bbl XOTUTE O3HAKOMUTLCS C MPOAYKTOM, aKTUBUpYHTe
JIEMOHCTPALMOHHbIA nepuod Ha 1 mecau, Bbibpae Monyuntb gemo. Haxmute [lanee, npu 3TOM
OTKpPOETCS OKHO

UYtobbl MpuoBpecT NUUEH3MI0O B  OHMAMH-MarasuHe KOMMaHWuM , Bblbepute
Mpuo6pecTn nuueH3unio.

Ecnn y Bac yxe ectb AeACTBUTENbHBbIA KloYeBOn taiin, BbibepuTe [lpyrue Tvnbl akTuBauuu. B
OTKPbIBLIEMCS OKHE YKaXKuTe nyTb K caiy.

BBoa perucrpaumMoHHbIX AaHHbIX

Ana  pernctpauum NUUEH3UM BBEAWTE MepCoHanbHble cBefeHust (uMs, damunuio, Bbibepute B
PACKpPbIBAIOLWEMCSI CMUCKE CTpaHy M BBeAUTE afpec 3MEeKTPOHHOM MoyTbl). Bce nepeuncneHHblie nons
SABNAOTCS 0693aTeNbHbIMU AJ1S1 3aMONHEHMS.

Haxmute Oanee.

Pe3ynbTaTt akTMBaLUum

Ecnu akTMBaums 3aKOHYMNAch YCMEWHO, TO BbIBOAUTCA COOTBETCTBYIOLLEE cooblieHne. Haxmute
KHOMKy FOTOBO, 4TO6bl MepeiTn K O6HOBMEHWMIO BUPYCHbIX 6a3 M aApyrvx dainos nakeTta. [JaHHas
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npoueaypa, Kak NpaBuno, He TpebyeT BMeLIATENbCTBA MOJb30BaTeNs.

Ecnu akTvBaumsi 3aBeplumniacb HeyaayHo, BbIBOAWUTCS CooblieHMe 06 owubke. Haxmute KHOMKy
MapameTpbl coeaUHEHUS, YTO6bl M3MEHUTb HAaCTPOWKM MOAKIIIOUEHUS K CETU MHTEPHET, M60 KHOMKY
MoBTOpMTb A5t UCNPABIEHNSI HEBEPHO BBEAEHHbIX AaHHbIX.
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6. Hauano paboTbli

MNocne ycTaHOBKM B 0bnactb yBeaomneHuii Windows aobaBnsieTcsl 3Ha4OK MoAyNs yrnpaBfieHus
Ecnn He 3anyLleH, B MeHto Myck packpovite rpynny Dr.Web v Bbibepute nyHkT SpIDer
i= Agent.
3Hau4oK OTpaXkaeT TeKyLlee COCTOsHME

° E — BC€ KOMIMOHEHTHI, HeobxoaMMble ANns  3aWwuThbl KOMMbKOTEPA, 3anyweHbl W” pa60Ta}0T
npaBubHO,

)
e I — CaMO3allUuTa NN 3allMTa KOMMbOTEPA OTKMKOYEHI,

) o

e 1 — OXMIAETCA 3arMyCcK KOMMOHEHTOB MOC/E CTapTa OMnepaLyoHHON CUCTEMbI, AOXAMTEChH 3aMycKa
KOMMOHEHTOB NPOrpaMMsbl; M60 B NpOLIEcce 3anycka OAHOMO M3 KIIOUYEBLIX KOMMOHEHTOB
BO3HMK/IA OWM6Ka, KOMMbIOTEP HAXOAWTCS oA Yrpo3oW 3apaxeHusi. [poBepbTe Hanuuue

JAENCTBUTENBHOMO KtoYeBoro daina v npyu HeobxoanMMocTu ero.
B meHio & COCPEe/IOTOYEHbI OCHOBHbIE CPEACTBA YMPaB/IEHNUS U HACTPOMKK
[ns noctyna K MeHio LLENIKHUTE MO 3HauKy i & o6nactu yBEeAOMNEHNIA
Windows.

Jinyensua. OTKpbiBaeT
O6HoBneHune. MHdopmaums 06 akTyanbHOCTM KOMMOHEHTOB. 3anyckaeT 06HOBNEHME.

3awmTa. bBbICTpbI AOCTYN K OTK/IOYEHMIO WM BKIIOYEHMIO 3aliMThl. Kaxaoe BK/IOYEHME U
OTKJ/IOYEHNE 3aLUMThI 3anucbiBaeTcsl B XKypHan cobbiTuii onepaumoHHol cuctembl Windows, B pasgene
YXypHanbi npunoxeHuit n cnyx6 — Doctor Web.

HacTpoiikm 27, OTKpbIBaeT OKHO HaCTpoeK.

MHCTpyMeHTbI 77, OTKpbIBaET AOCTYN K ClIeAYIOLMM MHCTPYMEHTaM:
o ’
[ ]

I(';%\I
Cnpaska “>/. OTKpblBaeT 3Ty CrpaBKy.

17
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7. UHCTpYMEHTbI

[ns Toro 4tobbl NPOCMOTPETb CMUCOK M30IMPOBaHHbIX (halyioB U BOCCTAHOBUTL (haliibl U3 KapaHTUHa,
BblGepUTE MeHepKep KapaHTuHa.

Ecnm y Bac BO3HMKIM BOMPOCHI MM Hemnonagku B npouecce pabotel Dr.Web, Bbibepute pasgen
MNoppepixka.

7.1. MeHepmxep NULUEH3UIN

B naHHOM okHe oTobpaxkaeTcst MHopMaums 06 UMetoLmXcs Y Bac /nLeHsnsx Dr.Web.

B BepxHel YacTv OKHa NPMBOAMTCS MHGOPMALMS O BbIGPAHHOMN TMLIEH3NUN.

l--"'1HCTp)/MEHTbI TekyLana MUMLEH3UA
o 123985087 v
MeHempxep nMUeH3ni
MeHemKeD KapaHTYHE Tvn AvLeHzMIA; LBW-_K-12M-1-A3
PR SSRLEL CepWiAHbIA HoMep: SVAT-B722-%wx*_x*%x
_ Bnagenel; katana
Monnep>xxa [Nata akTWBauMm: 30.09.2015 15:.07
[ata oKoOHYaHWA: 01.10.2016 15:.07
Ocranocs: 340 gHei

Bl moxeTe B Aloboe EpemMA NPpUOBpecTn AMLEHZ1KO Ha AHBO0RA NpoayKT
Dr.Web.

I'Ionyu HTbE HOBYHD TMLLEHZWHD

JIMUEHZMOHHOE COTNALLEHME

KHonka lMonyuuTb HOBYIO JIMLEH3UKO OTKpbIBaeT Macrep perncrpalun, B KOTOPOM Bbl MOXETe
aKTMBMPOBaTb HOBYIO IMLIEH3UIO, YKa3aTb NyTb K KOYEBOMY dhaiiny Apyron NUUEH3NM UM npnobpectu
NMUEH3MI0 Ha ntoboit npoaykT Dr.Web.

KHonka NO3BOMSET yAANNUTb IMLEH3MIO, BbIGPAHHYIO B CMIMCKE.

Ons pabotel Dr.Web TpebyeTcsa ycTaHOBWUTH B 3awymiiaeMoin cucteme kntodeson dain Dr.Web. Mpu
MOMTlyYEHUM KIOYEBOrO (haiia B npouecce YCTaHOBKM WM B KOMMekTe AUCTpubyTuBa npoaykTa
yCTaHOBKa KJ/IOYEBOrO hainia NpousBoaUTCS aBTOMATUUECKM U HUKaKMUX JOMOMHUTENbHBIX AENCTBUIA He
Tpebyer.
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Mpu paboTe mporpamMmbl KMtO4eBOM haiin Mo yMONMYaHWKO AO/MKEH HAXOAWUTHCS B Marke YCTaHOBKM
A Dr.Web. MporpamMma perynsipHoO NpoBepsieT Hannyme 1 KOPPEKTHOCTb ktoueBoro daiina. Bo nsbexanve
nopuu koYa, He MoandULMpYITe KIYeBon daiin.

Mpy OTCYTCTBUM [ENCTBUTENIbHOTO KOYEBOro (aiina akTUBHOCTb BCEX KOMMoHeHToB Dr.Web
6nokumpyeTcs.

7.2. MeHepKep KapaHTUHA

B 3TOM OkHe MpYBOASTCS AAHHbIE O COAEPXKMMOM KapaHTWUHA, KOTOPbIM CYXWT ANs M3onsuum ¢ainios,
NoAO3PUTENbHBIX Ha HalMuMe BPEfOHOCHBIX OOBEKTOB. Takke B KapaHTWMH MOMELLAIOTCS pe3epBHbIE
konuu ainos, obpaboTaHHbix Dr.Web.

N HCTPYMEHRTLI MeHeaxkep KapaHTUHa
MeHempxep nMUeH3ni @ @
O6nekTsl ¥rpoza [ata poBaeneHna  [yTe

MeHepxep kapaHTuHa

Moanepxka

B ueHTpaHbHOVI 4acCTn OKHa 0T06pa>KaeTcs| Tabnmua ¢ VIHCbOpMBLlVIGVI O COCTOAHUU KapaHTUHa,
BKJ/TlO4aoLWaa cneaytowmne nona:
¢ O6DbEKTbI — CMUCOK UMEH 06'beKTOB, HaXoAdaLWmnXca B KapaHTUHE,

yrpoza - Kknaccudmkauus  BpeAOHOCHOW — mporpamMmbl,  onpeaensemMass Dr.Web npwu
aBTOMaTMYECKOM MepeMeLleHnn 06beKkTa B KapaHTUH;

AaTta po6aBneHuns — aTa, koraa 06bEKT Obif NepeMelLeH B KapaHTWH;
e MyTb — NOMHLIN NYTb, MO KOTOPOMY HaxoAUNCS O6BEKT A0 NEpPEMELLEHUS B KapaHTYH.

Pa6ota c 06bekTaMn B KapaHTUHE

Ans kaxxaoro o6beKTa AOCTYMHbI Cleaytolwme KHOMKW yrpaBieHus:

o BoccTtaHOBUTb — MepeMecTUTb OAMH WM HECKOSbKO Bbl6paHHbIX 06beKTOB MoA 3aAaHHbIM
MMEHEM B HY>XHYIO Manky,

A Mcnonb3yiiTe AaHHY0 BYHKLUMIO TOMbKO B TOM C/lyYae, €C/I Bbl YBEPEHbI, YTO OOBEKT 6e30MaceH.

19



MUHCTpYyMeHTDbI

e YaanuTb — yaanuTb OAMH UM HECKOSIbKO Bbl6paHHbIX 06bEeKTOB M3 KapaHTWUHa U U3 CUCTEMBbI.

3Tv feNcTBUS LOCTYNHbI TAKKE B KOHTEKCTOM MEHIO MPU HaXXaTuu NpPaBoii KHOMKOW MbIWM Ha OAWH WK
HEeCKOJIbKO BblbpaHHbIX 06BEKTOB.

Ansa Toro 4tobbl yAanuTb cpasy BCe 0ObEKTbl U3 KapaHTWHA, HAXMUTE KHOMKY @ ¥ B BbiMagaloLleM
crnucke BblbepuTe NyHKT YAanuTb Bce.

7.3. Noppep)xka

DTOT pasgen coaepXuT MHdopMaumio 0 BEpPCUM MPOAYKTa, COCTaBe KOMMOHEHTOB M AaTe MocieaHero
OOHOBNEHUS, @ TaKXKe MOoJie3Hble CCbISIKM, KOTOpble MOryT MOMOYb BaM OTBETWUTb Ha BOMPOCHI WM
NCnpaBuTb HEMOMAAKM, BO3HMKLIME B npouecce pabotbl Dr.Web.

=N R
HCTpYMEHTBI O nporpamme
Dr.Web KATANA
MeHempxkep nvUeH3uiA Bepcusa: 11.0

MocnegHee oBHoeneqme: 27.10.2015 14:32 (+03:00)

MeHemKep KapaHTMHa

MoapobHes
Moanepxxa
[NMomous B peleHnin I'IpOGJ'IEM

Mpw BOZHUKHOBEHUW cnoxHocTeld B paboTe c npogyktamu DriWeb pekomengyem
Bal HECKOBKO MHCTPYMEHTOE:

Cnpaeka
Dopym Dr.Web

OTUeT A4Nf TEXHUYECKOR MOLLEPMKM

Bocrnonb3yiTecb 0AHUM Y3 CIeAYIOLMX MHCTPYMEHTOB B TOM CJlyYae, eCiv Y BaC BO3HMK/IN BOMPOCHI:

CnpaBka. OTKpbIBaeT 3Ty CrpaBKy.

®opym Dr.Web. OtkpbisaeT dopym Dr.Web no agpecy http://forum.drweb.com.

OTuyeT AN TEXHUYECKOW NMOAAEPIXKKMU. 3anyckaeT MacTep, KOTOPbIM MO3BOUT BaM CO34aTh OTUET,
coaepalliii BaXkKHYIO MHOPMaLMIO O cUCTEME U paboTe KOMMboTepa.

Ecnm nocne 3Toro BaM He ydanocb pewuntb NpobnieMy, Bbl MOXETE 3anofiHuTb Be6-(hopMy BOMpoca B
COOTBETCTBYIOLLIEN cekuun pasaena http://support.drweb.com.

HaiiT 6nuxkaiiluee K BaM NpeacTaBUTENbCTBO «[lokTop Be6>» M BCIO KOHTAKTHYH MHGopMauumio,
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HEOBXOAMMYIO NMOJb30BATENIO, Bbl MOXETE MO aapecy

7.3.1. Co3paHue oTyeTa

Mpu ob6palleHnn B Cryx6y TEXHUYECKON MOAAEPKKM KOMMAHUK Bbl MOXeTe
cchopMMpoBaTh OTUYET O Ballel onepaLMoHHON cucTeMe u paboTe

Otuer 6yger coxpaHeH B Buge apxvmBa B nanke Doctor Web, pacnonoxxeHHOM B Manke npodguns
nonb3oBaTtens %USERPROFILE%.

YTto6bl chopMMPOBaTb OTUET, HAXXMUTE COOTBETCTBYIOLLYIO KHOMKY. B OTYeT ByaeT BKoUaThCs:

1. TexHunyeckas MHGOpPMaUMs 06 ONepaLMOHHON CUCTEME:
e 0bLLMe cBeaeHNs 0 KOMMbtoTepe;
e 3anyLleHHbIX Npoueccax;
e 3anJiaHMpPOBaHHbIX 3aAaHusX;
e cnyxbax, apansepax;
e Gpay3epe No yMon4aHuio;
e YCT@HOB/IEHHbIX MPUIOXKEHUSIX;
e MONUTUKAX OFPaHUYEHWI;
¢ (haiine HOSTS;
e 0 cepepax DNS;
e 3aMnNCK CUCTEMHOIO XXYpHasa cobbITuii;
e MnepeyeHb CUCTEMHbIX KaTasioros;
e BETBW peecTpa;
e nposaiaepbl Winsock;
e CeTeBble COeAVNHEHUS;
e OTYeThl OTNaayunka Dr.Watson;
e WHAEKC NpoM3BOAMTENbHOCTY.
2. WHdopmaums 06
3. WHdbopMaums o nogknoHaeMbix MOAYSIX
d '
[ ]

NHdbopmauuss o pabote HaxoauTca B XXypHane cobbiTui
onepaunoHHoi cuctembl Windows, B pasaene YXypHanbl npuaoxeHuii n cnyx6 — Doctor Web.
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8. O6HOBNEHMe

Bpema OT BpeMeHW COBEpLUEHCTBYIOTCA aHTUBUPYCHbIE anropuTMbl, peannsoBaHHble B BuUae
NCNOJTHAEMbIX (baﬁJ'IOB N NpPOrpaMMHbIX 6ubnunorek. bnarogaps onbITy 3KcnayaTauun aHTUBUPYCOB

ncnpaBnaroTcAa O6HapY)KeHHbIe B MnporpaMmmax 0LIJM6KM, obHOBNSIETCA CMCTEMA MOMOLWM U
AOOKYMEHTaUuA.

[N nogaepxaHust akTyanbHOCTM MPOrpaMMHbIX anrOpUTMOB KOMMaHWew peanv3oBaHa
CUCTEMA PacrnpocTpaHeHUst 06HOBIIEHMI Yepe3 CceTb MIHTEpHET.

3anyck o6HoBeHus

Mpn o6HoBNEHMU 3arpy3nT Bce OGHOB/IEHHble (aiinbl, COOTBETCTBYIOLIME Ballel BepcUM
, @ TAKKe HOBYIO BEPCUIO B C/ly4yae ee BbIXoaa.
Y. [ns obHoBrEHUS HeobXxoAMMO UMETb AOCTYN K CETU UIHTEPHET.

HacTpoiika HeobxoauMbIX NapamMeTpoB Mpov3BOAUTCA B pasgene O6HOBNeHue

3anyck o6HOBNneHus ¢ noMoLbio moaynsa ynpasneHus SpIDer Agent

B & BblbepuTe nyHKT O6HOBNEeHne. OTkpoeTcs nHdopMaums 0 HeobxoanMocTm
06HOBMEHNS, @ TaKXe gaTa nocregHero obHoBeHms. YTobbl 3anyCcTUTb Npouecc 06HOBMEHNS, HAaXXMUTE
KHOMKY O6HOBMUTD.

3anyck 06HOB/IEHMS U3 KOMAHAHOW CTPOKM

Mepeiaute B nanky yCTaHOBKM n 3anyctute drwupsrv.exe. CrvcoK napaMeTpoB Bbl MOXETe
HalTu B

ABTOMaTUUECKHUI 3anyCcK O6HOBNEHUs

Mpn aBTOMaTMYECKOM 3anycke OOHOBNEHME MNPOBOAWUTC B (POHOBOM peEXMME, MpU 3TOM OTYETHI
3anuceiBatoTcs B dain dwupdater.log B nanke %allusersprofile%\Doctor Web\Logs\.

Mpn 06HOBAEHUWN UCMONHSIEMbIX (halifioB, ApaliBEpPOB M BUBIMOTEK MOXET MOTPeboBaTbCsl Nepe3arpy3ka
i= s koMmnbtoTepa. B 3Tom cnyyae 6yaet nokasaHO COOTBETCTBYIOLLEE NpeaynpexaeHue.




HacTtpoiikn

9. HacTpouku

[ns poctyna Kk HacTpovikaMm oTkpoiTe MeHo SpIDer Agent & 3anyctute HacTpoiikun .

9.1. OCHOBHbIE

B naHHOM pa3pgene Bbl MOXeTe 3a4aTh A3blK HAaCTPOEK.

Hactpoviki A3bIK
BribepuTe Azbik
OcHoBHblE
Russian (Pycckwid) v
O6HoeneHue
Camozawmra YnpasneHue HacTpoikamu
DrWeb Cloud Bbl MOXeTe coxpaHWTL HACTPOMKKM NPOLYKTA Ha XecTKWiA Anck B euae darna,

WMNOPTAROEATE WX U3 ¢aﬁna WK BOCCTAHOBWUTE HECTpOIFIKH no YyMon4Y4aHWHD.

Nzmenuts Vv

3awmTta

YnpasneHue HaCTpoMKammu

UYTobbl BOCCTAHOBUTb HACTPOMKM MO YMOMYaHWUIO, B BbiNadaloleM CNMCKe BblbepuTe MyHKT COHPOCUTD
HaCTPOMKM.

Ecnmn Bbl y)xe HacTpounu paboTy NporpaMMbl HA APYroM KOMMbIOTEPE U XOTUTE UCMOJb30BaTh TE Xe
HACTPOMKK, B BbINAAAIOLLEM CNIUCKE BbibepuTe NyHKT MMNopT.

Ecnu Bbl XOTWUTE MCNONb30BaTb CBOM HACTPOWMKM Ha APYrMX KOMMbIOTEPAx, B BbiNaAaloOWEM CrnCKe
BblbEpUTE NYHKT AKCMOPT, a 3aTEM BOCNOJb3yMTECH aHANOMMYHOW BKIAAKOM Ha APYroM KOMIbIOTEpE.

PYKOBOD,CTBO nosib30BaTens
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9.2. O6HOBNEHME
OCHOBHbIE HacCTPOKN 06HOBNEHUS

MepuoanyHOCTb O6HOBNEHMI. 3afaliTe HeobXoAMMYl0 MEPUOANYHOCTb, C KOTOpon 6yaer
MpOM3BOAUTLCS MPOBEpPKa Ha Hanuuve O06HOBMEHMI. o yMOMYaHUIO YCTAHOBNIEHO OMTUMAJIbHOE
3HayeHne (30 MMHYT), KOTOpOe MO3BOSISIET MOAAEPXMBATb MHGOpMauMio 06 yrposax B akTyasibHOM
COCTOSIHUM.

Hactpoviki O6HOBNEHME

MNepuognuHocTe 0BHOBAGHMA

OcHOBHbIE

30 muHYT (pekomeHayeTca) ¥

OBHoBMEHKWE
[pokcn-cepeep

Camozawmta

Vcnons20BaTe NPOKCU-CEPEED
DrWeb Cloud O, e
3awmTta He zagano  MameHwts

Mcnonb3oBaHMe NPOKCU-cepBepa

Mpu HeobxoAMMOCTM Bbl MOXETE BKJIUWUTb WCMOJIb30BaHue MPpOKCU-CepBepa U 3aaaTtb HaCTpOVIKM
NnoaknoveHnss K Hemy. Haxmute WU3MeHUTDb, yTobbl 3amaTb HaCTpOl‘/'IKVI NOAKNKYEHNA K MPOKCU-

cepsepy:

Anpec YKaxkute agpec npokcu-cepsepa.

MopTt YKaxkuTe nopTt npoKcu-cepeepa.

Monb3oBatesnb YKaXuTe MMl YYETHOMN 3anncy Ansi MOAKIIOYEHNS] K MPOKCH-CEPBEPY.

Maponb YKaXuTe naposib YYETHOM 3amnmcu, UCMosb3yeMoi Anst MOAKIOYEHNS] K MPOKCH-CEPBEPY.

Tun aBTOpPU3ALUK BbibepuTte TN aBTopM3aLmMy, TpebyeMblil ANs MOAKIHOUEHUS K MPOKCU-CEPBEPY.
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9.3. CamozawumTta

B pgaHHOM paspgene Bbl  MOXETe  HaACTpOUTb

napaMeTpbl
HECaHKUMOHMPOBAHHOIO BOBAEVICTBVIFI, HanpuMmep, aHTU-aHTUBUPYCHbIX MpOrpamMmm,

Hacrtpoiiku | 25

camoro Dr.Web ot

a TakKxke OoT

C/lyyalriHOro noBpexaeHusl. HacTtpoiika BrknrounTb CaMo3alMTy MO3BOMSET 3alMTUTL (ainbl K
npouecckl Dr.Web 0T HeCaHKLIMOHMPOBaHHOIo AocTyna. OTKMoYaTb CaMO3alLUTY HE PEKOMEHAYETCS.

Camozawmra

OcHOoBHbIE

Bicn. |
OBHoBAEHKE
Camo3almTa Bia. [ I

Dr.Web Cloud
[ata v Bpems

Jawmra

BrnKUMTE CaMOZALLMTY (peKoMEHAYETCR)

3anpeLats 3MyNALMK AeACTEWMA NONL20EATENA

3EI'IpE'LI.|,aTb WEMEHEHWE 43Tkl 1M EpEMEHM CMCTEMEB!

i B cnyyae BO3HMKHOBEHMSA np06neM npu UCnoJsib30BaHUM NporpamMm ﬂe(bparMeHTaLlMM, PEKOMEHAYETCA

BPEMEHHO OTK/IKYNTb MOAY/b Camo3aluThbI.

Ons Toro 4To6bI Npon3BeCTU BO3BpPAT K TOYKE BOCCTAHOB/IEHUA CUCTEMDI, HeobxoaMMo OTKITIOYUTL

mMoaynb CaMo3alluThI.

Hactpoiika 3anpelwiatb SMynsUMIO AeiCTBMA NONb30BaTeNsa MO3BOJISET NPeAoTBpaTUTL Jitobbie
n3MeHeHus B pabore Dr.Web, nponsBognMmble aBTOMaTU3MpPOBaHHO. B Tom uucne 6ygeT 3anpeLieHo
UCMOSTHEHME CKPWMTOB, 3MYNMPYIOWMX paboTy nonb3oBaTens € nporpammoin Dr.Web, 3anylieHHbIX

CaMMM NOJib30BaTeNEM.

HaCTDOVIKa 3anpeu.|a'rb n3MeHeHune faTtbl U BpeMEeHU CUCTEMbI NO3BONISAET 336J'IOKVIDOBaTb py4yHoe

n aBTOMaTU4ECKOE WU3MEHEHWE CUCTEMHbLIX AaThbl

N  BPEMEHMHU,
OorpaHunyeHne yCtaHaBJIMBAETCA Ana BCEX rnosib30BaTeNen CUCTEMBI.

a Takke 4acoBoro nosica. 3TO
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9.4. Dr.Web Cloud

B naHHOM pasgene Bbl MOXETE MOAK/IOYUTLCA K 0BNMayHOMy CepBUCY KOMMaHuu «[loktop Beb6» u
nporpaMMe ynyulleHus KayecTBa paboTbl NpoaykToB Dr.Web.

Dr.Web Cloud

Bbl MoxeTe NoAkNHOUYMTECA K 0BAaUHBIM cepeucan. 3To nozeonmT Dr.Web
OcHOoBHbIE WCMONb20BaTe Hanbonee ceexyo MHdopMauno ob yrpozax, KoTopas oGHOEARETCA

Ha cepeepax KoMnaHWK «Joktop Bebs B pexmme peansHoro epemeHn. Mpw 3Tom
OBHoBAEHKE Ha CepEephbl KOMNAHWK BY4yT aETOMATMYECKWM OTNPABAATLCA CBELEHWA 0 paboTe

Dr.Web Ha Bawem KomneroTepe.

CamoszawmTa
MoayueHHaa oT Bac MHGOPMaUWMA He ByLeT MCNOAL20BaTECA ANA Ballel

DrWeb Cloud WAEHTUDUKAUWKM WAW ANA CEAZM C BEMM.

@ A Xouy NOAKAKYMTECA K CepBUCamM (pekomeHayeTca)

Jawmra

O Al pewy nozaHee

MoanTuka KoHbMAeHUMaNEHOCTU «flokTop Beb»

O6nauHbIN cepBUC

Dr.Web Cloud no3BonsieT aHTUBMPYCHOWM 3alUUTe MCMOJb30BaTb CBEXYI0 MHMOpMauuio 06 yrposax,
0OHOB/ISIEMYIO Ha cepBepax KOMMNaHum «[lokTop Be6>» B pexuMme peanbHOrO BPEMEHMW.

NMporpamma ynydweHus kayecrsa NoO

Mpv yyacTM B nporpaMMe Ha cepBepa KoMMaHuu «[oktop Be6» 6yayT aBTOMaTU4YeCKM
OTNpaBnsiTbCst 06e3nMYeHHble cBeaeHnst o pabote Dr.Web Ha BaweMm koMmnbtoTepe. [MonyyeHHas
MHGOopMaumsa He ByaeT UCNONb30BaTLC ANS UAEHTUMUKALMM NONb30BATENS UK CBS3N C HUM.

Haxxmnte Ha ccbinky Monutuka koHdpmaeHunanbHocTu «JlokTop Be6>», 4To6bl 03HAKOMUTBLCS C
MONMUTUKOWM KOH(PUAEHUMANBHOCTM Ha OMLMANbHOM caliTe KoMMaHum «[loktop Beb»».,
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HacTpoiku

9.5. 3awumTa

B naHHOM pasfene Bbl MOXETE HACTPOMTb peakumto Dr.Web Ha OeNCTBUSI CTOPOHHUX MPUIOXEHWUN,
KOTOpble MOryT MNPMBECTU K 3apaXXEHMIO BaLLErO KOMMbIOTEPA W BbIGpaTb YPOBEHb 3alUMTbl OT
3KCMN/IONTOB.

Hactpoiku Pexxnm paboTbl

OnTUManEHLIR (pekomMeHgyeTc) v

OcHOoBHbIE

O6HogneHue W3meHWTL napameTpel BAOKMPOBKN NOAOIPHTENLHBIX ACHCTEMH

CamosaumTta WameHnTe NapameTphbl A0CTYNa ANA NPUAOKEHWA
DrWeb Cloud 3awmra oT 3KCMI0UTOB

3awmTa WHTEpakTEHEIA pexmm v

378 ONUWA NOZBOAAET BAOKMPOEATE EPELOHOCHEIE 06BEKTEI, KOTOPLIE MCMONBIYHT
yAzeMmMocT B Adobe Reader, Internet Explorer, Firefox u apyrnx M2eectHeIx
nporpamMmax.

MNpn 3TOM Bbl MOXeTe 3adaTb OTAENbHbIN peXUM 3alinTbl AN KOHKPETHbIX I'IpVIJ'IO)KeHVIl‘/'I n obLnii
pexum, HaCTpOl‘/'IKVI KOTOpOro GYD,YT NPUMEHATBLCA KO BCEM OCTa/IbHbIM MnpoueccaM.

NS 3afiaHns 06Lero pexxvMa NpeBeHTUBHON 3aluThl, BbiGeEpUTE ero B cnucke Pexum pa6oTbl 1in
HaXMUTE Ha onuuio WU3MeHuTb napaMeTpbl 6G/I0KMPOBKM MOAO3PUTENbHBbIX AEUCTBMIA. B
nocnegHeM crlyyae OTKPOETCS OKHO, FAe Bbl CMOXETe MoApobHee 03HAaKOMWUTLCS C HACTpOVKaMu Ans
KaXaoro W3 pPexXuMOB WM W3MEHUTb WX. Bce MW3MEHeHMs B HacTpOMKax COXpaHsoTCS B
Monb3oBaTeNIbCKOM pexuMe paboTbl. B 3TOM OKHE Bbl TAKXXe MOXETE CO34aTb HOBbIM Npoduib Ans
COXPaHEHNs! HYXXHbIX HaCTPOEK.

Co3znaHue HOBOro npoduns

1. HaxxmMunTe KHomky @
2. B OTKpbIBLIEMCS OKHE YKaXXUTe Ha3BaHWe A/ HOBOro npodus.

3. lpocMOTpuTe HACTPOMKM 3almTbl, 3aAaHHble MO YMOAYaHUKO U, MpuM  HeobxoaMmocCTw,
OTpefaKTUpyWTe UX.

[Na 3afaHns HacTPOEeK MPEBEHTUBHOM 3alUMTbl AN KOHKPETHbIX MPUIOXKEHUM, HAXMWUTE Ha OMuMio
N3MeHUTb NapaMeTpbl A4OCTYNA ANS NPUIOKEHUIH. B OTKPLIBLIEMCS OKHE Bbl MOXETe [06aBWUTb
HOBOE MPaBWIIO AN NPUIOXEHWS, OTPEAAKTUPOBATb YXKe CO34aHHOEe NPaBUIIO UK YAANUTb HEHYXKHOE.
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[o6aBneHune npaBuna

1. Haxkmute kHomky .
2. B OTKPbIBLIEMCS OKHE HaXMUTE KHOMKY O630p M yKaxuTe MNyTb K McnonHsaemomy daiiny
NPUNOXEHUS.

3. TpocMOTpWUTE HACTpPOWKM 3alUMTbl, 33AaHHbIE MO YMOMYAHWMIO UK, NpU  HEobBXoaAMMOCTH,
OTpefaKTUpYymITe ux.

)

YT06bl OTPEAaKTMPOBaTL YXKe CO3aHHOE NPaBUo, BbIGEPUTE €ro U3 CMcKa 1 HAXKMUTE KHOMKY -,

=

YT06bl YAANUTb YXKe CO3AaHHOe NPaBMNo, BbiGEpPUTE €ro U3 CriNCKa U HaXMUTE KHOMKY .

MoapobHee C HAaCTPOMKAMM KaXKZAOro M3 pexmMoB paboTbl Bbl MOXETE 03HAKOMWUTLCS HUXKE B pasgesne
YpoBeHb NMPEBEHTVBHOW 3aLUMThI.

YpoBeHb NPeBEHTUBHOMW 3aLUUTbI

B pexume paboTbl ONTUManbHbIN, YCTAaHOBJEHHOM nNO yMonuyaHuio, Dr.Web 3anpewaer
aBTOMaTUYeCKOE  M3MEHEHME  CUCTEMHbIX  OOBLEKTOB,  MoAMMMKAUMS  KOTOPbIX  OAHO3HAYHO
CBMAOETENLCTBYIOT O MOMbITKE BPEAOHOCHOrO BO3AEMCTBMSI HA OMEpauMOHHYlD cucTeMy. Takke
3anpeLLaeTcsl HU3KOYPOBHEBbIM AOCTYN K ANCKY U Moandukaums daina HOSTS.

MpY NOBbLIWEHHOM OMACHOCTU 3apaXKEHUSI Bbl MOXETE MOAHATb YpOBeHb 3awuTbl 4o CpeaHero. B
[AHHOM pEeXuMe JOMONHUTENbHO 3anpeLlaeTcs A0CTYN K TeM KPUTMYECKUM 06beKTaM, KOTopble MOryT
NOTEHLMANBbHO UCMOb30BATLCS BPEAOHOCHBIMM NMPOrpaMMaMy.

/s, B OaHHOM pexuMe 3alWmTbl BO3MOXHbI KOHMMKTbI COBMECTMMOCTM CO CTOPOHHWM MpPOrpaMMHbIM
ﬁ obecrneyeHneM, UCMosb3yIOLLMM 3alUMLLAEMbIE BETKM peecTpa.

Mpy Heo6X0AMMOCTU MOJIHOTO KOHTPOJISt 3@ AOCTYMOM K KpUTUdecknM obbekTam Windows Bbl MOXeTe
NOAHSTb YpOBEeHb 3alwuThl Ao MapaHomaanbHOro. B gaHHOM cnyyae BaM Takke GyaeT AOCTyneH
MHTEPAKTVBHbI KOHTPOJIb 3a 3arpy3kov ApaiBEPOB 1 aBTOMATUYECKMM 3aryCcKOM MpOorpamM.

B pexxume paboTbl Monb3oBaTeNnbCKUM Bbl MOXETE BbiOpaTb YPOBHW 3aliMTbl ANSt KaXaoro obbekTa
Mo CBOEMY YCMOTPEHWIO.

LlenoctHocTb [laHHass HacTpoika MO3BOJIIET OTCNEXMBATb MPOLECChl, KOTOpPble BHEAPSOTCS B
3anyLeHHbIX 3anyLUeHHbIe MPUIOXEHWSI, YTO SIBNISIETCS Yrpo30i 6e30MacHOCTM KOMMboTepa.
MPUIOXKEHNI

LlenoctHocTb [JaHHas HacTpoika MO3BOMISIET OTCMEXMBaTb MPOLECChl, KOTOpble  MOAUMDULMPYHOT
caiinos Monb3oBaTesibckue aiibl M0 U3BECTHOMY aNrOpPUTMY, CBUAETENLCTBYIOLEMY O TOM, YTO
nonb3oBaTenen TaKue NpoLecchl ABNAOTCSA Yrpo30i 6e30nacHOCTV KOMMbloTepa.

HOSTS daiin ®aiin HOSTS ucrnonb3yeTcst onepaLMoHHON CUCTEMOW Ast YMNPOLLEHWs AOCTyrma K CeTu

WHTepHeT. N3MeHeHus 3Toro daiina MoryT bbiTb pe3ynbTaTtoM paboTbl BUpYCa Wnv Apyroi
BPEAOHOCHOM MPOrpaMMbl.

HW3KOypOBHEBbI  [laHHAst HacTpoMKa MO3BOMSET 3aMpellaTb MPUIOKEHUSIM 3aMuCb Ha HKECTKWWA AMCK
AOCTYN K AUCKY MOCEKTOPHO, He 0bpaLuasch K (aiinoBoii cucteme.

3arpyska [JaHHasi HacTpoiika MO3BOMISIET 3ampellatb MNPUIOXKEHUSM  3arpysky HOBbIX WM
ApainBepoB HEN3BECTHbIX ApaliBEPOB.
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Kputnyeckue

obnactn Windows

Hactpoiku

Mpoune HacTpoMKM MO3BOMAIOT 3alMiaTh OT MoauduMKauumM BeTkM peectpa (Kak B
CUCTEMHOM Mpodue, Tak U B MPOhUIAX BCEX MOSIb30BATENEN).

[Joctyn k Image File Execution Options:

¢ Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
[Ooctyn k User Drivers:

o Software\Microsoft\Windows NT\CurrentVersion\Drivers32

o Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl 060104km Winlogon:

e Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell, UIHost,
System, Taskman, GinaDLL

HotudukaTtopsl Winlogon:
o Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck ob6onoukyn Windows:

o Software\Microsoft\Windows NT\CurrentVersion\Windows, ApplInit_DLLs,
LoadAppInit_DLLs, Load, Run, IconServiceLib

Accoumaupmm ucnosHseMbix hainsios:

o Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (kntoun)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile (kntoun)
MonnTukK orpaHuyeHns 3anycka nporpamm (SRP):

o Software\Policies\Microsoft\Windows\Safer
Mnarunbl Internet Explorer (BHO):

o Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
ABTO3arnycKk NporpaMmm:

o Software\Microsoft\Windows\CurrentVersion\Run
Software\Microsoft\Windows\CurrentVersion\RunOnce
Software\Microsoft\Windows\CurrentVersion\RunOnceEx
Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup
Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup
Software\Microsoft\Windows\CurrentVersion\RunServices
o Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

ABTO3anycK NONTUK:

o Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHdurypaums 6esonacHoro pexuma:

e SYSTEM\ControlSetXXX\Control\SafeBoot\Minimal

e SYSTEM\ControlSetXXX\Control\SafeBoot\Network
MapameTpbl Session Manager:

e System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CucteMHble cnyxb6bi:

e System\CurrentControlXXX\Services

A

Ecnv npu ycTaHoBKe BakHbIX 06HOBMEHUI OT Microsoft unm npu yctaHoBke v paboTe nporpamMm (B TOM
yncne nporpamMMm AedparMeHTauMM) BO3HWMKAKOT MPOGIEMbl, BPEMEHHO OTKIOUMTE MPEBEHTUBHYIO

3alnTy.
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HacTpoiku

3awumTa OT 3KCNJIOUTOB

STa onuusa no3BonseT 6J'IOKVIpOBaTb BPEAOHOCHbIE 06'beKTbI, KOTOpPbIE WUCNONb3YKOT YA3BUMOCTU B
NonynsapHbIX NPUNIOXEHUAX. B COOTBETCTBYIOLWEM BbiMagalowWweM Crmcke Bbl6epVITe noaxoasiumi

YPOBEHb 3all1Tbl OT 3KCMIONTOB.

BnokupoBsatb
UCNONHeHne
HeaBTOPW30BaHHOIO
Koaa

VIHTEPaKTUBHbIN PEXMM

Pazpelwatb ncnonHeHve
HeaBTOPW30BaHHOIO
Koaa

MombiTka BPEAOHOCHOrO Ob6bEeKTa WCMOJb30BaTb YS3BMMOCTM B MPOrpPaMMHOM
obecrnieyeHnn Ans MOMYYEHUS AOCTyMa K KPUTUYECKMM 06/1acTsiM OmepauyoHHOM
cucteMbl ByaeT aBToMaTU4ecku 3ab10KMpoBaHa.

Mpu MOMbITKE BPEAOHOCHOr0 O6bEKTa WCMOob30BaTb YS3BUMOCTM B MPOrpaMMHOM
obecrneyeHnn AN MOMYYEHUs AOCTyNa K KPUTMYECKMM O6MacTsM onepauyoHHOM
cuctembl, Dr.Web BblBeAeT COOTBETCTBYOLEE cooblueHne. O3HaKOMbTECh C
MHdOpMaLIMen 1 BbIGEPUTE HY)XXHOE AelCTBUE.

MonbiTka BPEeAOHOCHOTO O6bekTa WCMOMb30BaTh YSA3BUMOCTM B MPOrpaMMHOM
obecrneyeHnn ANt MOSyYeHUst AOCTyna K KPUTUYECKMM OBMacTsM omnepauyoHHOM
cucTeMbl ByIET aBTOMATUYECKM paspelleHa.
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MpunoxxeHue A. MapameTpbl KOMaHAHOW CTPOKKU Ana Moaynsa o6HoBNeHUsA

MpunoxeHue A. MapaMmeTpbl KOMAaHQHOW CTPOKM ANS
Moayns obHoBNeHus

O6wme napameTpbl:

-h [ --help ]

-v [ --verbosity ] arg

-d [ --data-dir ] arg

--log-dir arg

--log-file arg (=dwupdater.log)
-r [ --repo-dir ] arg

-t [ --trace ]

-c [ --command ] arg (=update)

-z [ --zone ] arg

BbIBECTM Ha 3KpaH KpaTKyto CrpaBKy 0 paboTe C NporpaMMoi.

YpoBeHb AeTanu3aumn XypHana: error (CTaHaapTHbIi), info (pacliMpeHHbiIn),
debug (oTnagouHsbIi).

Manka, B KOTOPOWN pasMelLLeHbl PEMO3UTOPUIA U HACTPOMKU.
Manka, B KOTOpPOW 6yAeT COXpaHEH XypHarl.

Wmsa daiina xypHana.

Manka penosuTopus, (Mo yMON4YaHuio <data_dir>/repo).
BkntounTb TpaccupoBKy.

BoinonHsemMass koMaHAaa: getversions — nonyyuntb Bepcum, getcomponents —
MOJTY4UTb KOMMOHEHTHI, init — nHMumanmsaumsi, update — obHoBneHve, uninstall
— yaanutb, exec — BbINONHWUTL, keyupdate — obHoBuTb Koy, download —
CKayaTb.

Crnmncok  30H, KOTOpbI  OyZEeT MCroNb30BaThCs BMECTO 3afjaHHbIX B
KOH(UrypaLumoHHoM caiine.

MapameTpbl KOMaHAbl MHULManu3auum (init):

-s [ --version ] arg
-p [ --product ] arg
-a [ --path ] arg

-n [ --component ] arg
-u [ --user ] arg

-k [ --password ] arg
-g [ --proxy ] arg

-e [ --exclude ] arg

Homep Bepcum.
Ha3BaHue npoaykTa.

MyTb, MO KOTOpOMy 6yAeT YCTaHOBNEH MpOAYKT. JTa nanka 6yaer
MCMOMb30BATLCA MO YMONYaHUIO B KAYecTBe Manku AJisi BCEX KOMMOHEHTOB,
BK/IOYEHHBIX B MpoaykT. Moaynb o6HoBNeHus 6yaeT NpoBepsaTb Hanuuue
KoYeBoro daiina MMEHHO B 3TOM Marke.

MIMsi KOMNOHEHTA ¥ Nanka yCTaHOBKM B JOpMaTe <ums>, <rymb YCMaHO8KU>.
ViMs monb3oBaTesnisi MPOKCU-CepBepa.

Maponb Nonb3oBaTens NpoKCU-cepeepa.

Mpokcn-cepBep anst 06HOBNEHUS B hopMaTe <adpec>: <nopm>.

/Msi KOMMOHEHTA, KOTOpPbIN 6YAET UCKIIOYEH M3 MPOAYKTa MPU YCTaHOBKE.

MapameTpbl kOMaHabl 06HOBNEeHus (update):

-p [ --product ] arg

-n [ --component ] arg

HasBaHne npoaykta. Ecnn HasBaHue ykasaHo, To Oyaer npov3BeaeHo
06HOBMIEHME TOMBKO 3TOr0 MPOAyKTa. ECM NpoAyKT He yKas3aH M He yKa3aHbl
KOHKPETHble KOMMOHEHThI, 6yaeT npou3BeaeHO 06HOBMEHME BCEX MPOAYKTOB.
Ecnn ykasaHbl KOMMOHeHTbl, byaeT npou3BeaeHO OOHOBMEHWE YKa3aHHbIX
KOMTMOHEHTOB.

MepeyeHb KOMMOHEHTOB, KOTOpPble HEO6XOAMMO OBHOBWUTH [0 OMpeaeneHHOM
MoaudrKaumn.
dopmaT: <name>, <target revision>.
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-x [ --selfrestart ] arg (=yes) Mepe3anyck nocne obHoBneHus Mopyns o6HosneHus. [0 ymonyaHuio
3HayeHne yes. Ecnim ykasaHo 3HayeHMe no, TO  BbIBOAMTCS
npeaynpexaeHve o HeobXoAMMOCTH Nepe3anycka.

--geo-update Monyuntb cnncok IP-agpecoB update.drweb.com nepea o6HoBNEHNEM.

--type arg (=normal) MoXeT 6bITb OAHUM U3 CNeayHOLMX:
e reset-all — npyHyanTenbHoe 06HOBNEHNE BCEX KOMMOHEHTOB;

o reset-failed — cObpocnTb BCe U3MEHEHUsI AN MNOBPEXAEHHbIX
KOMMOHEHTOB;

e normal-failed - nonbiTaTbC1 OOHOBUTbL  KOMMOHEHTHI, BKJIOYas
MoBpeXAEeHHbIE, A0 NocneaHel NMbo A0 YKka3aHHON Bepcuu;

o update-revision — 06HOBUTb KOMMOHEHTbI B MpeAenax TEKYLLEN peEBU3NK;
e normal — 06HOBUTb BCE KOMMOHEHTHI.

-g [ --proxy ] arg Mpokcn-cepsep Ansi 06HOBNEHNA B hopMaTe <adpec>: <rmopm>.
-u [ --user ] arg ViMa nonb3oBaTens NPoKCU-cepeepa.

-k [ --password ] arg Maponb Nonb3oBaTens NPOKCU-CepBepa.

--param arg MepenaTb AOMOMHUTENbHBIE MAPaMETPbl B CKPUMT.

®opmaT: <ums>: <sHaueHue>.

-I [ --progress-to-console ] BbIBECTM Ha KOHCOMb MHMOPMALMIO O 3arpy3Ke M BbIMOIHEHUM CKpUMTa.

Ocob6ble napamMeTpbl KOMaHAbl UCNOJIHEHUA (exec):

-s [ --script ] arg BbINOMHUTL YKa3aHHbIN CKPUNT.
-f [ --func ] arg BbINOAHNUTL (YHKLMIO CKpUMTa.
-p [ --param ] arg MepenaTb AOMOMHUTENbHBIE NMAPaMETPbl B CKPUMT.

®opmaT: <ums>: <sHaueHue>.

-I [ --progress-to-console ] BbIBECTM Ha KOHCOMb MH(OPMALMIO O MPOrpecce BbIMOMHEHNS CKpUNTa.

MapaMeTpbl KOMaHAbI NOJly4eHUss KOMNOHEHTOB (getcomponents):

-s [ --version ] arg Homep Bepcum.

-p [ --product ] arg YKaxxuTe MMsi npoaykTa, 4Tobbl YBUAETb, KakMe KOMMOHEHTbI OH BK/IHOYAET.
Ecnu npoayKT He ykasaH, 6yayT BblBeAeHbl BCE KOMMOHEHTbI 3TOW BEPCHMN.

MapameTpbl KOMaHAbI NONy4YeHUsa usmeHeHun (getrevisions):

-s [ --version ] arg Homep Bepcum.

-n [ --component ] arg MMsa KOMMNOHeHTa.

MapameTtpbl kOMaHAbl yaaneHus (uninstall):

-n [ --component ] arg /Msi KOMMOHEHTa, KOTOPbI HEOBXOANMO YAANUTb.
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-I [ --progress-to-console ] BbiBECTM MH(OPMALIMIO O BbINOAHEHUN KOMAHAbI HA KOHCOSb.

--param arg MepenaTb AOMOMHUTESNbHBIE NMAPaMETPbl B CKPUMT.
®opMmaT: <ums>: <sHaveHue>.

-e [ --add-to-exclude ] KoMnoHeHTbI, KoTopble ByayT yaaneHbl 1 ux O06HOBNEHWE MPOU3BOAUTLCS HE
6yner.

MapameTpbl KOMaHAblI aBTOMaTn4Yeckoro o6HosneHus knova (keyupdate):

-m [ --md5 ] arg KoHTposnbHasi cymma md>5 cTaporo K/o4eBoro daiina.

-0 [ --output ] arg Mms darina.

-b [ --backup ] Pe3epBHOE KONMMPOBaHWE CTApOro KtoUeBoro gaina, ecyim OH CyLLEeCTBYeT.
-g [ --proxy ] arg Mpokcn-cepBep ansi 06HOBNEHUS B hopMaTe <adpec>: <nopm>.

-u [ --user ] arg MIMsi nonb3oBaTensi NpoKcu-cepeepa.

-k [ --password ] arg Maponb Nonb30BaTeNs NPOKCU-cepBepa.

-I [ --progress-to-console ] BbIBECTW Ha KOHCOMb MHOPMALMIO O 3arpy3Ke Kito4eBoro daiina.

MapameTpbl kKOMaHAbl ckaunBaHusa (download):

--Zones arg ®daiin, comepKallumi CriMCoK 30H.

--key-dir arg lManka, B KOTOPOW HaxoAuTCs KoueBoit daiin.

-I [ --progress-to-console ] BbIBECTM MH(OPMALIMIO O BbIMOHEHNM KOMAH/bl HA KOHCOJb.
-g [ --proxy ] arg Mpokcn-cepBep anst 06HOBNEHUS B hopMaTe <adpec>: <nopm>.
-u [ --user ] arg MMsa nonb3oBaTensi NpoKcu-cepeepa.

-k [ --password ] arg Maponb Nonb30BaTeNs NPOKCU-cepBepa.

-s [ --version ] arg Nmsa Bepcun.

-p [ --product ] arg HasBaHue npoayKTa, KOTopbIi HEOEXOANMO CKaYaThb.
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Mpuno)xeHue b. Opunanyeckmne 3aMevyaHus

Bce npaBa 3awuileHbl. MaTepuarnsl, npuBedeHHbIE B AAHHOM [OKYMEHTE, ABMAIOTCA COBCTBEHHOCTbIO

n MmMoryt 6bITb MCNOMNb30BaHbl UCKIHOYUTENBHO ANS JIMYHBIX Lenei npwo6peTaTen9|
npoaykTa. Hukakas 4acTb AaHHOrO IOKYMEHTa He MOXeT 6bITb CKONmMpoBaHa, pa3MElleHa Ha CETEBOM
pecypce nnn nepeaaHa no KaHalaMm CBA3M U B CpeEACTBAX MaccoBOA MHd)OpMaLI,MM nnn UCnonb30BaHa
ntobbIM apyrmm 06pa30M KPOME UCNoNb30BaHUA Ana JIMYHbIX Lenei 6e3 CCbiNIKM Ha UCTOYHNK.

ToBapHble 3HaKu

, , , , ’ N noroTunobl ABNAKOTCA
3aperncTpmpoBaHHbIMU TOBApPHbIMA 3HAKaMu . VHble 3apernctpupoBaHHble TOBapHble
3HaKK, NoroTunbl n HauMEHOBaHUA KOMHaHMﬁ, YNOMAHYTbIE B [AaHHOM [OOKYMEHTE, ABNAIOTCA
COBCTBEHHOCTLIO MX BNagenbLes.

orpaHquH ne oTBeTCTBEHHOCTHA

HV npu kakumx obCTOSTENLCTBAX M €ro MnocTaBLUMKWN He HECyT OTBETCTBEHHOCTW 3a
OWMEKN M/UNK YNYLLEHWS, AOMYLIEHHbIE B AHHOM [JOKYMEHTE, U MOHECEHHbIE B CBA3M C HAMM YBbITKM
npuobpeTtatens npoaykTa (MpAMbIE UM KOCBEHHbIE, BKTHOUAs YMNYLLEHHYIO Bbiroay).
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